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ÁH¾§L{ RHkÄk¿U oMHoM nj S�I�e
Â±iHj ¾§L{ Ár¼²¼Q¼U ÁpIw·I¿¹Q

DMZ ¸¶H » ®¶I¨ ÁpIw½jIÃQ
¾§L{ Ák¹M¾Ä¯ » ÂTÃ¹¶H ÂeH¼º �Äo�U

¦ÃÎHoU k¹¶S²Ie ÂwnpIM
NAT/PAT/MAT
IP Publishing
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Â�¼~i ¾§L{
(VPN) ÁpI\¶

PPTP, L2TP, IPSec ÁIÀjnHkºITwH pH ÂºILÃTzQ
SºoT¹ÄH oTvM nj Â�¼~i ¾§L{ jI\ÄH
·I¶pIw K�{ ¸ÃM ¸¶H �ILUnH ÁnHo¤oM

·I¶pIw ¾§L{ ¾M ·HoMnI¨ ¸¶H ÏI~UH

ÁoÃ¬¼±] » }ÃhzU
(IPS) l¼�º pH
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�±� ÁIÀSLX¶ ·HqÃ¶ ·jo¨  ¾¹Ãµ¨
ªºnj°M Rn¼� ¾M R°µe pH ÁoÃ¬¼±]

·I¶pIw nj l¼�º }ÃhzU ÁIÀSwIÃw ÏIµ�H
l¼�º �z¨ Rn¼� nj Ì¼¹T¶ ÂÀjnHkzÀ

SÄ¼À }ÃhzU
¦ÃÎHoU

joMnI¨ ¾Ä¯ pH ®£Tv¶ ¦ÃÎHoU SÄ¼À }ÃhzU
ÂTÄ¼À RI�°�H ÏI£TºH ÁHoM SSL ÏIºI¨ pH ½jI�TwH
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¾§L{ �MI¹¶ ®¶I¨ ÂwoTwj ÏoT¹¨

J» ÁH¼Td¶ ¾Ã�~U

Ì¼�¼¶ 15 pH yÃM nj ÂTºoT¹ÄH ÁIÀtnjA Ák¹M½jn
½k{ Ák¹M½jn ÁIÀtnjA ¦ÃUI¶¼UH ÂºIwn p»n ¾M

J» jHjnHo¤ RI�°�H ®¶I¨ ÁnI«ºjHkÄ»n
kÃ�w » ½IÃw SvÃ² » ®ÄIÎ �¼º tIwHoM ª¹ÄoT±ÃÎ
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kºIM ÁI¹¿Q pH KwI¹¶Iº ½jI�TwH pH ÁoÃ¬¼±]
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kºIM ÁI¹¿Q SÄoÄk¶
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¦ÃÎHoU Ák¹MSÄ¼²»H
¦ÃÎHoU ÂwoMIve

¾§L{ ¾L² nj DoS  R°µe pH S�ºIµ¶
Án»o� �ÄHo{ nj ¦ÃÎHoU SÄ¼²»H yÄHqÎH

kºIM ÁI¹¿Q pH ¾¹Ã¿M ½jI�TwH

IÀjoMnI¨ » Â±�H ÁIÀSÃ±MI¤
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Hardware Specification
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Interfaces
10/100 Ethernet ports
10/100/1000 GBE ports
Configurable LAN/DMZ/WAN ports
SFP ports
Console port (RJ45)
COM ports
USB ports
LCD panel
Dimensions
Height
Width
Length
Weight
Rack mountable
Power
AC input voltage
AC input current
Frequency
Power Dissipation
Redundant power supply
Environmental
Operating temperature
Storage temperature
Relative humidity (non condensing)

3
-

Yes
-
-

2 (Front, Rear)
2 (Rear)

-

426 mm
228.6 mm
43.5 mm

8 kg
1U Rackmount

100~240v
4.5A

50/60Hz
250Watts

-

0°C to 40°C
-20°C to 80°C
10% to 90%

100

-
4

Yes
-
-

2 (Front, Rear)
4 (Front 2, Rear 2)

Yes

426 mm
419 mm
43.5 mm

12 kg
1U Rackmount

100~240v
4.5A

50/60Hz
250Watts

-

0°C to 40°C
-20°C to 80°C
10% to 90%

-
8

Yes
-
-

2 (Front, Rear)
4 (Front 2, Rear 2)

Yes

426 mm
419 mm
43.5 mm

12 kg
1U Rackmountt

100~240v
4.5A

50/60Hz
250Watts

-

0°C to 40°C
-20°C to 80°C
10% to 90%

-
10 (ParsGate 400) / 8 (ParsGate 400F)

Yes
2 (ParsGate 400F)

1 (Front)
-

2 (Front)
Yes

426 mm
419 mm
43.5 mm

12 kg
1U Rackmount

90~264v
8.4A

47~63Hz
460Watts

-

0°C to 40°C
-20°C to 80°C
10% to 90%

1 (for management)
10 (ParsGate 800) / 4 (ParsGate 800F)

Yes
6 (ParsGate 800F)

2 (Front)
-

2 (Front)
Yes

424 mm
530 mm
88 mm
18 kg

2U Rackmount

90~264v
6.3A

47~63Hz
350Watts

Yes

0°C to 40°C
-20°C to 80°C
10% to 90%

240 280 400 800

Concurrent sessions
New sessions/second
Firewall throughput
168-bit triple-DES throughput

100,000
4,000

120,Mbps
40 Mbps

250,000
8,000

600 Mbps
180 Mbps

400,000
14,000

1.2 Gbps
240 Mbps

700,000
18,000

1.8 Gbps
300 Mbps

1,000,000
25,000

2.8 Gbps
500 Mbps

System Performance

Features

Firewall Modes and Features
Layer 2 (Transparent/Bridge Mode)
Layer 3 (/Route Mode)
NAT (Network Address Translation)
PAT (Port Address Translation)
MAT (MAC Address Translation)
Zone-based policy
Policy-based source and destination NAT
Access Scheduling
IP/MAC address binding
IP publishing
Policy-based NAT
DoS attack protection
Content Filtering
Built-in categorized URL database
URL, keyword, file type filtering
No. of URL categories (15+)
Custom categories
White/Black list
Automatic updating for URL database
Content protection profile
Custom block page per profile
Logging permitted and blocked requests
Filtering URL in URL
PKI Support
PKI certificate requests (PKCS 7)
Self signed certificates
Key generation algorithms
User-based Traffic Authentication
User and group based access control
Web and SSL based authentication
Idle and fix mode for timeout
Customizable certificate for SSL
Local and remote credential database
3rd Party authentication (Radius, LDAP)
Windows active directory support

VPN
PPTP, L2TP, and IPSec
3DES, DES, AES encryption
MD-5 and SHA-1 authentication
Manual Key, IKE, PKI (X.509)
Perfect forward secrecy (DH Groups)
Prevent replay attack
L2TP within IPSec
Dead peer detection
IPSec NAT traversal
Redundant VPN gateways
User authentication (Local, Radius and LDAP)
VPN tunnel monitor
Bandwidth Management
Guaranteed/Maximum/Priority bandwidth
Maximum bandwidth per interface
Policy-based traffic shaping
DiffServ setting
User based bandwidth management
IP and network based Accounting
Networking
Multi-zone support
Multiple WAN link support
Static and policy-based routing
Secondary IP support
Network utilities (ping, traceroute, ...)
IP Address Assignment
Static
DHCP client
Internal DHCP server
DHCP Relay
System Management
WebUI (HTTP and HTTPS)
Command Line Interface (console)
Command Line Interface (SSH)
SNMP Full Custom MIB

Intrusion Detection and Prevention
Intrusion prevention for over 800 attacks
Protocol anomaly detection
User-defined signatures
Stateful signatures
Multi-layer signatures
PortScan detection
Integrated IPS and firewall policies
Logging / Monitoring
Internal Flash
Log to remote Syslog server
SNMP (read only)
Email notification of events and attacks
Active session monitor
Active session disconnection
Log monitor per policy
Counting bytes and packets per policy
LCD panel for monitoring
Default policy logging
Graphical real-time and historical monitoring
Administration
Local administrators database
External administrator database
Restricted administrative networks
Multiple administrators and user levels
Configuration Roll-back
High Availability
Active/Passive  HA
Device failure detection
Link status monitor
Automatic and manual synchronization


